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What we do. Phase Transitions builds and operates custom data and Al software for
business clients: an accounting analytics platform that reconciles a client's accounting
and bank data and presents it as a secure dashboard plus an Al analyst, and WealthVault,
which consolidates the client statements an advisory firm's advisers upload into one
client view. Under POPIA we act as an operator; the client remains the responsible party.

Data we handle. Business accounting and bank-transaction data, and for some clients
investment data, on the accounting platform. Per-product client statements on
WealthVault. Where personal information is in the Al's reach, it is tokenised first.

01 KEY CONTROLS

» Read, never write. The Al reads finished figures through a read-only database role. It
cannot author or change them, and makes no automated decisions. A write attempted
through the connector is refused and logged.

» Per-client isolation, verified by a test. One database per client, with its own
credentials. An automated test in Cl asserts each client sees only its own rows and
that a misconfigured connection is rejected.

« Minimal Al exposure. The Al sees read-only data at query time and stores nothing at
rest. On WealthVault every direct identifier is tokenised before the Al boundary and the
token map stays in South Africa. No training on client data.

o Encryption. AES-256 at rest and TLS 1.2 or higher in transit on both platforms.
WealthVault's database, backups and token vault sit under customer-managed keys.

» Resilience. Daily database backups with a drilled restore and a measured recovery
time. A written cross-system incident-response plan (POPIA, Cybercrimes Act,
FSCA/PA Joint Standard), exercised as a tabletop. A business continuity plan.

» Access. Managed passwordless authentication (AuthO; AWS Cognito on WealthVault)
against a closed allowlist that denies by default. Least-privilege, read-only database
roles for the Al. Secrets kept out of source control and injected at runtime.

» Change. Reviewed pull requests with required Cl checks on protected branches,
secret scanning, dependency alerts triaged under a written patch SLA.

02 SUB-PROCESSORS

Render (accounting-platform hosting and per-client databases, EU) - Amazon Web
Services (all WealthVault infrastructure, South Africa) - Cloudflare R2 (raw data and
document storage, EU) - Files.com (managed SFTP ingress) - AuthO (identity) - Anthropic
(Al analyst layer, read-only, signed DPA with EU SCCs) - Resend (one-time codes) - Sentry
(error capture) - Checkly (uptime probes, no client data) - GitHub (source control and ClI).
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Phase Transitions is the contracting entity. Each holds a SOC 2 report or ISO 27001
certificate, and data-processing agreements are on file for every provider that processes
client data.

03 POSTURE AND CURRENT LIMITS

o Self-assessed against the SOC 2 Trust Services Criteria and mapped to ISO/IEC
27001 Annex A: twelve operating procedures (ten operating, two in progress), twenty-
two signed policies and procedures, a quarterly evidence cycle first run in August
2026, and a first internal audit. Published in full at trust.phasetransitions.ai/soc2.

e No SOC 2 report, no ISO 27001 certificate, and no independent penetration test yet.
e Professional indemnity (R5m) and cyber liability (R1m) insurance is in force.

« One-person practice: no second-person code review; controls are enforced by ClI.

» Encryption at rest on the accounting platform is provider-managed; there are no

customer-managed keys there.

Vendor-onboarding review pack (signed policy set, sub-processor and DPA register,
control mapping, confirmation of insurance): graham@phasetransitions.ai
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